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present a detailed accident investigation of the factors involved in the overdoses and the The Therac accidents are the
most healthy tissuc. Relatively.

Computers are increasingly being introduced into safety-critical systems and, as a consequence, have been
involved in accidents. Eventually, the patient's breast had to be removed because of the radiation burns.
Currently, AECL's primary business is the design and installation of nuclear reactors. Occasionally, major
accidents draw the attention of the US Congress or President and result in formal accident investigations for
instance, the Rogers commission investigation of the Challenger accident and the Kemeny commission
investigation of the Three Mile Island incident. Most accidents are system accidents; that is, they stem from
complex interactions between various components and activities. The feeling was described by patient Ray
Cox as "an intense electric shock", causing him to scream and run out of the treatment room. Any residual
software errors are not included in the analysis. Ontario Cancer Foundation,  Relatively shallow tissue is
treated with the accelerated electrons; to reach deeper tissue, the electron beam is converted into X-ray
photons. Besides citing the flawed microswitch, the report faulted both hardware and software components of
the Therac's design. To attribute a single cause to an accident is usually a serious mistake. The Therac relies
more on software for these functions. In this section, we present a chro-nological account of the accidents and
the responses from the manufacturer, government regulatory agencies, and users. Six accidents involving
massive overdoses to patients occurred between and  Six other patients were treated later that day without
incident. The equipment control task did not properly synchronize with the operator interface task, so that race
conditions occurred if the operator changed the setup too quickly. After the fifth pause, the machine went into
treatment suspend, and a hospital service technician was called. The table-position system was the first
implicated in Therac's failures; the manufacturer revised it with redundant switches to cross-check their
operation. The Therac-6 and Therac had been designed around machines that already had histories of clinical
use without computer control. The high-current electron beam struck the patients with approximately times the
intended dose of radiation, and over a narrower area, delivering a potentially lethal dose of beta radiation. The
Therac relied more heavily on software. Software functionality was limited in both machines: The computer
merely added convenience to the existing hardware, which was capable of standing alone. The Therac has
independent protective circuits for monitoring electron-beam scanning, plus mechanical interlocks for policing
the machine and ensuring safe operation. It was obvious that she had a radiation burn, but the hospital and her
doctors could provide no satisfactory explanation. Typical single therapeutic doses are in the rad range. This
incident was never reported to AECL prior to this date, although some rather odd questions had been posed by
Tim Still, the hospital physicist. He does not believe her injury could have been caused by less than 8, rads.
The treatment prescription printout feature was disabled at the time of the accident, so there was no hard copy
of the treatment data. It is still a common belief that any good engineer can build software, regardless of
whether he or she is trained in state-of-the-art software-engineering procedures. When it could not, it
concluded that a hardware error caused the accident, and implemented a solution based on that assumption.
The quality assurance manager was apparently unaware that some Therac routines were also used in the
Therac; this was discovered after a bug related to one of the Therac accidents was found in the Therac
software. But the facts available support previous hypotheses about the proper development and use of
software to control dangerous processes and suggest hypotheses that need further evaluation. We know that
some old Therac-6 software routines were used in the Therac and that CGR developed the initial software. As
Frank Houston of the US Food and Drug Administration FDA said, "A significant amount of software for
life-critical systems comes from small firms, especially in the medical device industry; firms that fit the profile
of those resistant to or uninformed of the principles of either system safety or software engineering. According
to the final report, the analysis made several assumptions: 1 Programming errors have been reduced by
extensive testing on a hardware simulator and under field conditions on teletherapy units. These models had
hardware interlocks that masked their software defects. These form parts of the general techniques known as
reliability modeling and risk management.


